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ABSTRACT

Routingin sensonetworksmaintaingnformationonneighborstates
andpotentiallymary otherfactorsin orderto make informeddeci-
sions. Challengesarisebothin (a) performingaccurateandadap-
tive informationdiscovery and (b) processing/analyzinthe gath-
ereddatato extractusefulfeaturesandcorrelations.In this paper
we explore using supervisedearningtechniquegso addresssuch
challengesn wirelesssensonetworks. Machinelearninghasbeen
very effective in discovering relationsbetweenattributesand ex-
tractingknowledgeandpatternausinga large corpusof samples.

As acasestudy we uselink quality predictionto demonstrat¢éhe
effectivenessof our approach.For this purposewe presentMet-
ricMap, a link-quality aware collection protocol atop MintRoute
thatderiveslink qualityinformationusingknowledgeacquiredrom
atrainingphase Our approacthallows MetricMapto maintainef -
cientroutingin situationswheretraditionalapproache$ail. Eval-
uationon a 30-nodesensometwork testbedshaws thatMetricMap
can achieve up to 300% improvementon datadelivery ratein a
high data-rateapplication,with no negative impacton otherper
formancemetrics,suchasdatalateng. Our approachs basedon
real-world measuremerdandprovidesa new perspecitie to routing
optimizationsn wirelesssensometworks.

Categoriesand Subject Descriptors

C.2.2[Computer-Communication Networks]: Network Proto-
cols—Routingprotocols 1.2.6 [Arti cial Intelligence]: Learning

General Terms
Design,ExperimentationMeasuremen®erformance

Keywords

Sensometworks, link quality, supervisedearning,classi cation

1. INTRODUCTION

Mary critical applicationsn wirelesssensometworksrely very
fundamentallyon fast,ef cient, andreliabledatadelivery. In order
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to overcomethe inherentunreliability of sensometwork commu-
nicationlinks, communicatiorprotocolsincreasinglyemploy intri-

cateandsituation-avareadaptationso identify goodroutesandto
determingresource-etient methodsfor handlingdata.

The dif culties in situation-avare network adaptationaretwo-
fold. First, someadaptatiortechniquesare hard-wiredheuristics
basecdbn obsenationsof afew stylizedtypesof network problems
andtheir solutions. The more problemsone ervisions, the more
complicatedthe protocolbecomesn trying to adaptaroundthem.
Secondenvironmentaffactorsinteractin suchcomplex waysthatit
canbedif cult to identify correlationsandcrisply de ne the prob-
lem scenariogo protectagainst.

In this paper we explore usingmachinelearningtechniquedo
improve situation-avarenessn orderto optimize sensometwork
communication. Machine learning is an effective and practical
techniquefor discovering relationsand extracting knowledge in
caseswvherethe mathematicamodel of the problemmay be too
expensve to get, or not availableat all. Supervisedearningis a
particularcasewhen the inputs and outputsare both given. For
example,inputs might include node-level and network-level met-
rics, suchashuffer occupanciesshanneload assessmentpaclet
receved signalstrength etc. Outputmay be the expectednumber
of transmissiongver thelink wherethe pacletis received. Essen-
tially, we aim to usemachinelearningto automaticallydiscover
correlationshetweerreadily-azailablefeaturesandthe quantity of
interest. Supervisedearningis an effective learningtechniquein
solvingthis typeof problem.

We managethe resourceconstraintsof sensometworks by em-
ploying machinelearningin two phasesanof ine training phase
followed by an online classi cation. Of oading the training task
from the sensomodereduceghe processingcommunicationand
enepgy requirementof the node. The resultingclassi ersto be
usedonlinearebothstrikingly lightweightandstrikingly effective.
For the casestudieswe have examined,our supervisedearning
techniquesresultin predictionaccuracief 80% or more, with
falsepositive ratesbetweem.1%and11.3%,andwith essentially
no computeoverheadduringtheir online phase.

We evaluatethe effectivenessof our approactusinglink quality
predictionasacasestudy For this purposewe presenMetricMap,
adatacollectionprotocolatopMintRoutethatpredictslink quality
usingknowledgegatheredat the training phasewhenthe network
is highly congested Evaluationof a prototypeimplementatiorin
TinyOSonareal-world sensonetwork shavs thatMetricMapcan
improve over existing approache®y up to afactorof 3 for a high
data-rateapplication. The compactnessf our classi er malkesit
suitablefor resource-constrainesituations.

The primary contritutions of this paperare summarizedasfol-
lows. First, we develop a framework thatusessupervisedearning



to automaticallyextractusefulinformationwithin sensomnetworks.
Becausethe methodis automatic,our techniquecan be usedfor
othersituationshaving differenthardware and otherrun-timefac-
tors with minor modi cations. This is advantageousver heuris-
tic methodswhoseeffectivenessnay dependon the context where
they aredevelopedandevaluated.

Secondywe castthelink quality estimationproblemasa classi-
cation problem,which permitsthe useof standardyet effective
algorithms.Decisiontreelearnersandrule learnergepresensuch
algorithms. We believe a large rangeof applicationscanbene t
from this approach.

Third, we shaw thattree-basedoutingtopologiesn datacollec-
tion applicationamay suffer from informationloss,suchasneigh-
bor link quality, in an overloadednetwork. We use supervised
learningto establishdatacollection treesin suchadwersecondi-
tions. Our approachs capableof maintainingef cient routing by
locatinghigh quality links.

Therestof this paperis organizedasfollows. Section2 intro-
ducesthe backgroundknowledge. Section3 describeghe details
of ourlearningframenork. Section4 and5 presenbur casestudy
andresultsof a prototypeimplementatiornon a real-world sensor
network testbed. Relatedwork is discussedn Section6 andthe
lastsectionsummarizeshe mainresultsandoutlinesfuturework.

2. BACKGROUND
2.1 Link Quality Estimation

Wirelesssensonetworksarevery differentfrom wired networks
in thatthelink quality uctuatesgreatlyasaconsequencef inter-
ferenceandpropa@tiondynamics.Therefore developingef cient
routingin sensonetworksrequiregheestablishmendf high qual-
ity paths,whichin turn entailsaccurateknowledgeof link quality.
In this section,we brie y review the mechanism$ehindexisting
link quality estimatiormethodsijncludingbothsoftware-basednd
hardware-basednes. We also explain how they fail to function
whenthe traf ¢ rate becomeshigh. This motivatesour work on
new approachebasedn machineearning.

2.1.1 Softwae-based=stimation

A few software-basedink metricshave beenproposedn the
past. Routemetricsare built atop theselink metricsto capture
the end-to-endcapability of forwardness.For example,ETX [9],
alsoproposedn MintRoute[26] is onesuchroutemetric. It is de-
ned asthe expectednumberof transmissiongincluding retrans-
missions)for a successfuénd-to-endiataforwardingandhop-by-
hopacknavledgment.

Wefocushereonthesnooping-basechethodadoptedy MintRoute.

It de neslink quality as
1
pe () pr (1)

with pr (1) the forward probability of link | andps (1) its reverse
probability. pr (1) is calculatedusingtheratio of thenumberof data
paclets receved to the total numberof datapaclets transmitted
overl. pr (1) is calculatedasp; (I) with I thereverselink of I. The
pute metric of a n-hop pathp is thencalculatedasET X (p) =

L, etx(l;), thetotalexpectechumberof (re)transmissionalong
thepath.

However, in mary highdata-ratepplicationg§20, 15], asnooping-
basedmethodworks poorly, aswe will quantify shortly. For ex-
ample,considetthe high data-ratestructuremonitoringapplication
discussedn [20]. Dueto structuralvibration dampingeffects,a
very high datasamplingrateis required whichis estimatedo beat

etx(1) =

least200Hz. Thereforethe dataratecanbe ashigh as9.6Kbpsper
nodewith eachnodesamplingl16-bitin threespatialdimensions.
Even with in-network processingechniquessuchasdataaggre-
gation,compressiomndcoding,the expecteddatarateis still very
challengingfor currentsystemsdo copewith.

To demonstratehe impactof high trafc loadson ETX's link
quality estimator we evaluatethe performanceof MintRoute by
runningthe Suige applicatiort on MistLab [17], anindoor sensor
network testbedof 60 Mica2 nodes.Suigeis a datacollectionap-
plicationin whicheachnodegenerategatatraf c ataconstantate
andsendsgo the sink via multi-hop routing. We useMintRouteto
build the multi-hopdatacollectiontreethatchooses parentbased
onadditive link/pathquality estimation Figurel shovsthatpaclet
delivery rate degradesoncethe offered load is 2 paclets/second
(pps)or higher

Figure 1(a) shavs the network-wide fraction of orphannodes,
de ned asnodesthat have no parentinformationin the collection
tree,with traf ¢ loadsof 2ppsand4pps.We only considerorphans
causeddy lack of information,insteadof thosecausedy network
disconnectionsThe percentag®f orphannodesincreasesjuickly
with increase®f offeredload. For 4ppsofferedload, 90% of the
nodesdo nothave aparents0%of thetime. This dramaticincrease
in percentagef orphamodess adirectcauseof datapacletlossin
thenetwork, shavn in Figurel(c). Givenapercentagef pacletsp
recevedfrom agivennodeatthesink, the Cumulatve Distribution
Function(CDF) plotsthefraction of sensorghatdeliver at mostp
percentof their datato the sink. For the 4ppscase,about60% of
all nodeshave lessthan10% datadelivered. Figure 1(b) plots the
distribution of orphannodesasa functionof time. Thex-axisis the
experimenttimelinein unitsof secondsThey-axisis thenodelD.
Eachsquaredot at (x; y) indicatesthat at time instantx, nodey
hasno parent.In anetwork with a partitionedcollectiontree,mary
pacletsare transmittedfrom the edgetoward the sink, only to be
droppedbeforereachingthesink.

An examinationof the etxs of all nodesshaws thata large pro-
portion of links have quality valuesindicating barely ary trans-
missionscan be carriedthrough. This is directly relatedto how
snooping-basedstimationmethodsbehae in an overloadednet-
work. As aresult,routingis interrupteddueto alack of link quality
information. However, sincenot all links are overloaded routing
can be resumedonce an accurateestimationof link quality is in
place. We wish to develop link quality estimatorsthat are more
resilientin high-trafc settings.Machinelearningoffersusanef -
cieng/ way to discoverthem.

2.1.2 Hardware-based=stimation

The link quality indication (LQI) metric is a characterization
of the strengthand/orquality of a receved paclet, introducedin
802.15.4standard1] andprovided by CC2420,theradio usedin
mary mote platforms,including MicaZ andTelos. LQI measures
theincomingmodulationof eachsuccessfullyecevedpacletsand
theresultis aninteger rangingfrom 0x00to Oxff. The minimum
andmaximumLQlI values(0x00 andOxff) areassociateavith the
lowestand highestquality signalsdetectableby the recever (be-
tween 100dBm and0dBm). Link quality valuesin betweerare
uniformly distributed betweenthesetwo limits. A measurement
study[21] ontheTelosplatformshavsthattheaveragd QI closely
mapsthe averagesuccessate of paclet transmissiongcrosssev-
erallinks.

In this paper we useLQI to labellink quality in eachtraining
sample. We do not use LQI directly for link quality estimation

1The referencémplementatioris in the TinyOS CVS repository:
tinyos-1.x/apps/Surge/.
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Figure 1: Experiment resultsin a MistLab testbeddeployment(60 motes). The percentageof orphanis de ned asthe ratio of orphan
period to the whole running time. We periodically probe the routing state of a node and estimatethis fraction asthe ratio of the
number of times that the node is an orphan to the total number of probes. The rst two gur esshaws the spatial and temporal
distrib ution of orphan nodesfor differ ent offered load. The fraction of orphan nodesis very high when the offered load is above
2pps,which leadsto alack of routing information and a needfor prediction.

duringroutingbecaus&.Ql is only availablewith eachsuccessfully
receved paclet. In a congestedetwork, the numberof receved
pacletsis smallandLQlI is not a reliablemeasureof link quality.
Our approactcanavoid this problemby trackingfeatureshatare
availableall thetime. If somefeatureis missed,it will useother
featuregoinfer thesituationbasedntheknowvledgeobtainedrom
training.

2.2 SupervisedLearning Overview

Thegoalof supervisedearningis to predictthevalueof anout-
come measurebasedon a numberof input measureg§18]. The
outcomemeasurecould be numericalor cateyorical. Learningis
performedon a setof trainingsamples Eachsample<x; ,yi > con-
sistsof a featurevectorx; anda correspondinglasslabel or nu-
mericalvaluey;. The featurevectorcontainsmeasurabldéeatures
of the systemunderconsideration.If the outcomeis categorical,
thelearningbecomes classi cationproblem.Trainingaclassi er
usuallyinvolves nding a mappingfrom featurevectorsto output
labelsso that the overall classi cation error is minimized on the
training samples. A good learnershould accuratelypredict new
samplesnot in the training set. Therefore,given a classi cation
problem,we needto decide(a) what featuresto measureand (b)
whatlearningalgorithmto useto maximizethelearningaccurag.

In this paperwe evaluatedwo classi ers— decisiontreelearn-
ersandrule learners. Thereexist other moresophisticatedmeth-
odsof classi cation,including supportvectormachinesBayesian
networks, and ensemblemethods. Any suchlearnercanbe used
astheclassi er for our technique.However, our resultsshav that
decisiontree learnersandrule learnersproduceremarkablygood
accuray for our casestudyandmary timesthey achieve the high-
estaccuray amongall algorithmsstudied.

Decisiontr eelearners. Decisiontreelearnersarewidely usedn
solvingclassi cationproblemswith classi ersrepresentedstrees.
They take a“divide-and-conquerapproactandrecursvely divide
attributes at eachinternal nodein the tree basedon information
they possessLeaf nodesrepresentlassi cationdecisions.Prun-
ing methodsare usedto prevent over tting of training data. Al-
thoughdecisiontreelearnersare not alwaysthe mostcompetitve
learnersn termsof accurag, they arecomputationallyef cient and
theresultsproducedcanbeeasilycornvertedto human-readablior-
mats.

Rule learners. Rule learnersare usedfor learning|F-THEN
rules. Like decisiontree learners,rule learnerswork on training

sampleswith similar input/outputpairs. However, sincethe rule-
setslearnedare disjoint to eachother they usually producefar
fewerrulesthandecisiontreelearneroonthesametrainingset,with
acomparableccurag. Thismakesit preferablén scenariosvhere
classi ersneedto beusedat runtime.

Learning overhead. Dueto resourceonstraintsn wirelesssen-
sornetworks,however, we neecdto alsoconsidellearningef ciency
andoverheadjn additionto learningaccurag. Theseconstraints
include node processingime, enegy budget,and memoryfoot-
print, etc.

Sincein our proposedramawork, trainingis conductedf ine,
usuallyon a resource-rictbaclend PC or sener, we focuson the
overheadof online classi cationandfeaturecollection. To utilize
the output of a decisiontree learner we needto translateit into
IF-THEN rules. As the numberof producedrulesis asmary as
the numberof leaf nodesin thetree,alarge treewith hundredsof
leaveswill resultin hundredsof rulesto be hand-codednto the
protocol. Therefore we insteadpreferto usethe outputfrom rule
learnersn implementingheonlineclassi er, if theiraccuraciesre
acceptableAlso, we preferlearnerghat producehuman-readable
outputandbothdecisiontreelearnersaandrule learnersaaregoodfor
this purpose.

Learning cost. Givenaclassi er andaninstancetherearefour
possibleoutcomes|f theinstances positive andit is classi ed as
positive, it is countedasa true positive(TP). On the otherhand,if
theinstances negative andit is classi ed aspositive, it is counted
asafalsepositive(FP). TP rateis de ned astheratio of positves
correctlyclassi ed to the total positives. FP rateis de ned asthe
ratio of negativesincorrectlyclassi edto thetotal negatives.

It is crucialfor areal-world applicationto consider=Pratesince
the FPraterepresentshe costof learning.Usuallywe wanta high
TP rate(highbene ts)andalow FPrate(low costs).

3. LEARNING STEP-BY-STEP

In thissectionwe introducethestepsof ourlearningframework.
Figure2 presents high level overview of the stepsinvolved, with
thefour key stepdistedasfollows:

1. First,we selectthefeaturego be usedin trainingandclassi-
cation;

2. Then,weinstrumentevery nodein thenetwork to trackthese
featuresand their correspondindabels which are periodi-
cally collected,;
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Figure 2: Overview of learning steps.

3. Next, we usedthe labeleddatato perform training at the
baclendsener;

4. Finally, weinstrumenMintRouteto usetheclassi er for dif-
ferentiatingbetweenhigh quality and low quality links at
runtime for real deployment. The algorithmis depictedin
Section4.

In what follows, we describethe rst threestepslisted above
with speci ¢ referenceto a collectionrouting application. Since
thelaststepis closelytied to the applicationwe putthe discussion
of applicationinstrumentatiorusingclassi ersto Section4.

3.1 Step 1: Feature Extraction and Output
Labeling

The rst stepin supervisedearningextractsinput featuresand
labels output. This steprequiresdomainknowledgeto produce
high-quality andwell-preparediata[25].

In wirelesssensonetworks,we favor local featureqwithin one-
hop)thatcanbecollectedwithoutexpensve communicationsThis
is becausesensometworks arevery resourceconstrainedandit is
desirableand necessaryo imposeaslittle overheadas possible.
However, if afeatureis alreadyavailable with the existing appli-
cation, suchas nodedepthfrom MintRoute, we also considerit.
Thereis no extra overheadimposedto gatherthis featureand it
carriesextra usefulinformation.

Feature selection. This is the processof choosinga subsetof
the featurespacethat bestrepresentshe problemat handwhile
introducinga minimal amountof noise.

As pointedout in previous studies link delivery probability (or
link quality)is determinedby mary factorsjncludingwirelesschan-
nel conditions,suchasinternodeseparationfastfadingandslov
fading,thetrafc patternin the network andlocal trafc load of
eachnode,etc. However, the extentto which thesefactorsimpact
link quality is continuouslyarying,which makesit impossiblefor
ary single metric to be always a good indicator of link quality.
For example,Aguayoet al. [2] nd that SNR (Signal/NoiseRa-
tio), thoughaffectinglink delivery probability cannotbe expected
to be a predictive indicatorof link quality. Thus,we choosea set
of metricsthatare correlatedo link delivery probabilityto bein-
cludedin thefeaturevectorandusemachingearningtoolsto train
andidentify the mostpredictive indicator which could be a com-
binationof them. Someof themarerelatedto channelconditions,
someof themrelatedto network congestionandsomeof themto
both. Table1 lists the featureswe collectedfor link quality learn-
ing. They areall numericalvalues.

RSSlis thereceved signalstrengthindicationreadily available
in mary radios. In CC2420,it containsthe averageRSSI level
duringreceving of apacletwith its valueappendedo eachframe.

RSSI recevedsignalstrengthindication local
sendBuf | sendbuffer size local
fwdBuf forwardbuffer size local
depth nodedepthfrom thebasestation | non-local
CLA channeloadassessment local
pSend forward probability local
pRecv backward probability local

Table 1: Feature vector illustration.

RSSlis continuouslyupdatedor new symbolsreceved.

Channeloadassessmeig ametricusedn CODA [23] to detect
local network congestionlt usesa samplingschemeo monitorlo-
cal channekonditionsandminimize enegy costwhile performing
accurateestimate®f congestiorconditions.

Queuemanagemenis widely usedin wired networks for con-
gestiondetection.In wirelessnetwork, it is alsocloselyrelatedto
local channelconditions. We useboth forward buffer size (used
for multi-hop forwarding) and sendbuffer sizeto tracklocal con-
gestionconditions. However, aspointedoutin [23], without link-
level acknavledgmentspuffer occupang or queuelengthcannot
be usedas an indication of congestion.In our experiment,link-
level acknavledgments enabledor the CC2420radio.

Becauseetwork topologymaystronglyin uencethetraf ¢ load,
it couldalsoimpactlink quality. Network topologycanbe charac-
terizedusingmetricssuchasnodedepthor the numberof children
anodehasin a collectiontree. We usenodedepthheresinceit is
stronglycorrelatedo link quality dueto datafunnelingeffects.

Lastly, pSend andpRecv are metricsoriginally usedto derive
the averageforward and backward probability They captureim-
portantlink quality information. On one hand,if their valuesare
valid, they will containhistoryinformationof link delivery. Onthe
otherhand,if theirvaluesareinvalid, they indicatethatsomething
unexpectechashappenedh the network, suchasa congestiorcol-
lapse,which could also be usedto infer link quality. Therefore,
we includethemasinput features.We will shaw laterin this sec-
tion that thesetwo metricsare crucial in improving classi cation
accurag.

Output labeling. Outputlabelingis the processof classifying
sampleoutputsusingdomainknowledge. Supervisedearningal-
gorithmsneedto uselabelsto determinewhat cateyory the input
featurevectoris assigned.

Thereare mary waysto label link quality basedon LQI. We
study two approachesn this paper The rst one usesa binary
modelthatpredictsa link either“good” or “bad”. The secondone
usesa multi-classmodel and can predicta set of classesof link
quality. Thesecatayoriescanbe usedto distinguishlink quality in
a ner granularitythanusingthebinarymodel. To oneextreme the
multi-classapproactcanpredicttheactualLQIl numerically which
becomesregressiorproblem.

3.2 Step2: SampleCollection

To performof ine training,wecollectsamplegrom sensonodes
to a baclend sener. To avoid interferenceof samplecollection
trafc to regular applicationtrafc, we sendsampledatato the
programmingboard attachedto eachsensornode, as con gured
in MoteLah If thereis no programmingboardattachedor if the
sensomodesaredeplo/edin anervironmentwheresucha con g-
urationis impossible,we caninject extra sensomodesor virtual
sinks [24] that are usedexclusively for siphoningoff the sample
collectingtrafc.

Sincelink quality is stronglycorrelatedvith datatraf ¢, we col-
lect samplesrom a variety of offeredload, rangingfrom 0.25pps
to 4 pps,in ordernot to losetraf c-related information. However,



JRip J4.8
Class| TPrate FPrate | TPrate FPrate
a 0.837 0.131 | 0.841 0.133
b 0.722 0.115 | 0.712 0.103
c 0.869 0.041 | 0.885 0.046

Table 2: Detailed accuracybreakdown for all classes.

the numberof samplescollectedfrom a non-congestedetwork is

far morethanthosecollectedfrom a congestedetwork, with the

samesamplecollection period. Hence,we uselonger collection

periodsunderhightrafc loadsin orderto collectenoughsamples
from awide rangeof conditions.

3.3 Step3: Ofine Training

Ourlearningandvalidationexperiments performecnWeka[25],
a workbenchcontainingimplementation®f a variety of standard
machinelearningalgorithms. We usethe J4.8algorithmprovided
with Wekafor decisiontree learningand JRip algorithmfor rule
learning. J4.8implementsan improved versionof the C4.5algo-
rithm [22] andJRip[8] implementsRepeatedncrementaPruning
to ProduceError Reduction(RIPPER) a propositionakule learner
C4.5is oneof themostwidely studiedanduseddecisiontreealgo-
rithmsin theliterature.

As with mostdata-intensie machinelearningalgorithms,it is
importantto avoid having the classi er memorize,or overt, the
training data. We usecrossvalidation and tree pruningin Weka
to reducesucheffects. Crossvalidationis a standardmethodto
estimateclassi cationaccurag over unseerdata. We use10-fold
crossvalidationin our experiments.The available datais divided
into tenequal-sizedblocks.Nine of theblocksarerandomlychosen
and usedfor training a classi er, with the remainingblock used
for validation. This processs repeatedLO timesto give areliable
measureof classi cation accuray, which is 82% using J4.8and
80%usingJRipfor our evaluationon MoteLah

Table 2 shaws the TP rate and FP rate of a three-classlassi-
er for bothJRipandJ4.8,usingthe samelink quality estimation
datasetvith 10-fold crossvalidation. For both algorithms,the FP
rate of classc is lower than 5%, which meansthat the probabil-
ity of classifyinga badlink aseithera goodor medianoneis low.
In the contet of link-quality awarerouting, the costof suchmis-
classi cationis high andboth JRip and J4.8work well in this as-
pect.

3.4 Discussion

Selectionof learning algorithms. As mentionedearlier we
have testeda rangeof classi erstrying to geta feeling of the best
accurag we canachieve for this speci ¢ problem.Basedon empir
ical results decisiorntreelearnershave thehighestaccurag in most
casesamongall learnersconsideredTheaccuray of rule learners
is very closeto thatof decisiontreelearners.Sincethe outputsof
rule learnersareusuallyvery compactwhich is a crucial factorto
consideiin performingclassi cationsonmotesall theexperiments
in Section5 userule learners.

Selectionof features. Theimpactof featureselectiorto learning
accurag, memoryfootprintandFP rateof classc (bad)is demon-
stratedin Table3. In particular it compareshe accuray usingall
7 featuredo theaccurag of usingonly onefeature.Clearly, using
morefeaturesesultsin ahigheraccurag thanusingjustone. This
supportour motivationto studymorefeatures.

Hardware dependency Althoughour supervisedlassi cation
processrequiresa manualmethodto label link quality, it is not
dependenbn ary particularmetric, suchasLQI availableonly on

rssi <= 212

| depth <=5

| | rssi <= 211: bad (320.0/37.0)

| | rssi > 211: good (79.0/34.0)

| depth > 5: bad (425.0/31.0)

rssi > 212

| rssi <= 223

cla <= 116

depth <= 3: good (352.0/82.0)

depth > 3

depth <= 4

| rssi <= 220: bad (49.0/1.0)

| rssi > 220

| | cla <= 8 good (69.0/29.0)

| | cla > 8: bad (14.0/4.0)

depth > 4

| depth <= 6

rssi <= 216

depth <= 5: good (198.0/71.0)
depth > 5

| rssi <= 214: bad (8.0/1.0)

| rssi > 214

| | sendbuf <= 0

| | | cla <= 21: bad (29.0/13.0)
| | | cla > 21: good (2.0)
| | sendbuf > 0: good (2.0)
> 216: good (178.0/34.0)

6

ssi <= 219
rssi <= 215: good (157.0/55.0)
rssi > 215
| depth <=7
| rssi <= 217: bad (129.0/29.0)
| | rssi > 217
| | | cla <= 0: good (20.0/6.0)
| | | cla > 0: bad (12.0/3.0)
| depth > 7
| | rssi <= 217: good (37.0/17.0)
| | rssi > 217
| | | cla <=0: bad (21.0/3.0)
| | | cla > 0: good (2.0)
ssi > 219
depth <=7
| cla <= 3: good (102.0/35.0)
| cla > 3: bad (30.0/12.0)
| | depth > 7: good (85.0/17.0)
cla > 116: good (62.0/8.0)
ssi > 223: good (275.0/38.0)

Figure 3: A sampledecisiontree output from Weka using a
binary modelfor labeling. Eachline representsoneconditional
branch in the tree.The pair of number (m=n) behind the label
on eachline meansthat there are a total of m instancesthat
reachthat leaf, of which n is classi ed incorr ectly.

7-feature 1-feature 1-feature
(RSSI) (pSend)
accurag 80.8% 70.5% 69.3%
overhead 16rules 4rules 20rules
badFPrate 4.0% 3.9% 4.1%

Table 3: Impact of feature selection.

802.15.4radios. Any other available metric, if indicative of link
quality, canalsobe usedfor labeling.

4. CASE STUDY

In this section,we presenta casestudyto illustrate how super
visedlearningtechniquesanbe leveragedo improve the perfor
manceof link-quality aware collection routing protocolsin con-
gestedvirelesssensomnetworks.

MintRouteis a collectionroutingprotocolthatusesETX to con-
structrouting topologies. As shavn in Figure 1, MintRoutefails
to nd parentsin congestedetworks, using snooping-basetink
quality estimation.However, if a parentcanbeidenti ed basedn
otheravailableinformationregardinglink delivery capability rout-
ing canbe resumedand orphannodeswill be sahaged. We pro-
poseMetricMap, an alternatve to MintRoutethat establishedink
quality estimationsusing of ine trainedclassi ersto addresshis
problem.

MetricMap consistsof two components.The rst component
controlstheupdateof all featureswhichis triggeredeitherby paclet



/I update feature  vector
void updateRSSI () {
foreach  packet successfully received
keep the RSSI value history for i
}

void updateBuf (int type) {
during each update interval
update the buf size for type (fwdBuf
}

void updateCLA () {
during each update interval
check the clear channel
}

void updateProbSend () {

/I this feature is updated the same as in MintRoute
}
void updateProbRecv () {

/I this feature is updated the same as in MintRoute

}

int classify (struct

on demand or periodically

from neighbor i

or SendBuf)

assessment and update CLA

featurevVec  fv) {

/I perform classification based on input features

/I the output represents the class label
}
/I update link quality based on classification results
/I recvEst is the in-bound link quality estimation

/I link  quality is between 0 (low)
void updateEst(fv) {

and 255 (high)

if (classify(fv.rssi, fv.sendBuf, fv.fwdBuf, fv.depth,
fv.CLA, fv.pSend, fv.pRecv) == "good”) {
recvEst = 1 x 255

}

else {

recvEst = 0

}
}

Figure 4: Pseudo-codef MetricMap.

arrival or timer events.Thesecondccomponentontrolslink classi-
cation, with inputfrom featurescollectedby the othercomponent
andoutputin numericalor categorical valuesindicatinglink qual-

ity. The outputof the classi er is usedwheneer the ETX-based
methodfails. The pseudo-codef MetricMapis listedin Figure4,

with thefunctionclassify() implementinghe seconccompo-
nentandtherestfunctionsimplementinghe rst component.

5. TESTBED EVALUATION

To evaluatethe ef ciency of our techniquen real-world sensor
network applicationsettingsthis sectionpresent®ur resultsof ex-
perimentsmplementingthe MetricMap prototypein TinyOS and
deployedover areal-world wirelesssensometwork testbed.

ThetestbedMoteLab[19]) consistsof 30 MicaZ motesacross
multiple of ces in the Harvard ComputerScienceBuilding. Motes
areconnectedo anEtherneusedfor loggingandre-programming.
EachMicaZ motehasan ATMEL 7.37 MHz ATMegal28L,low-
power, 8-bit micro-controllerwith 128 KB of programmemory
512 KB measuremengerial ash datamemory and4 KB EEP-
ROM. It usesChipconCC2420,a single-chiplEEE 802.15.4com-
pliant RadioFrequeng transcerer operatingat 2.4 GHz andcapa-
ble of transmittingat 250kbps. Thepacletsizefor theexperiments
is 29 bytes.

5.1 Methodology

In our evaluation,we considerthe following performancemet-
rics:

Data delivery rate: The fraction of datapacletsthatare suc-
cessfullydeliveredto thedestination.

Data latency: Thetime it takesto senda paclet out till the
pacletis recevedatthesink.

Fairnessindex: This metric [12] is usedto measurethe vari-

ability of performanceacrossall sourcenodes. For ary given set

( Mip)?

n oy p

with p; denotingthe averagepaclet delivery rateof theith sensor
andn thetotalnumberof sourcenodedn thenetwork. Thefairness
index always lies between0 and 1. If all nodeshave the same
pacletdelivery rate,thefairnessandex is 1.

In eachexperiment,we also measurethe overheadrequiredto
achieve theseperformancemetrics.In particular we areinterested
in measuringhe memory footprint of eachprotocol.

Ourexperimentonsistof two phasestheof ine trainingphase,
whichtakesmultiple hoursfor collectingtrainingsamplesandpro-
cessinghe learningtaskusingWeka; andthe online optimization
phasethatusesthe inductionruleslearnedin the training phaseto
estimatdink quality whentraditionalapproachefail. Thetraining
is conductednly onceandtheoutput(aclassi er) is reusedor all
experimentswith MetricMap. Eachtestlasts15 minutes.

Dueto uncontrollablefactorsin the testbed gspeciallythe tem-
poralvariability of links, experimentatesultsmaybevery different
acrossrunsat differenttime. To reducethe impactfrom suchun-
controllablefactors,we run MintRoute immediatelyfollowed by
MetricMap or vice versa.We run suchpairsof experiment5 times
and every experimentis independentvith respectto eachother
Sucha designallows usto minimize in uencesfrom factorsother
thanthe protocolitself. Also, our experimentsare performedboth
in daytimeandnighttimewhenthe humanactvity interferencele-
creases.For eachofferedload, the minimum, medianand maxi-
mumvaluesareshown.

5.2 Results

Performance and Overhead. Figure5 comparedhe datade-
livery ratebetweerMetricMapandMintRoute. Our approactcon-
sistentlyoutperformsMintRoute. The higherthetrafc load, the
better MetricMap performscomparedtio MintRoute. MintRoute
canrarely form a datacollectiontree underhigh trafc rates. In
contrast,our approactcanform atreebecausét doesnot rely on
datatrafc for link quality assessment.

Figure6 shavsthepacletlateny comparisonPacletsdelivered
by MetricMap have a comparableaveragelateng to thosedeliv-
eredby MintRoute. Datalateng includeslocal processingime at
thesourcenodeandall intermediatenodesalonga multihoproute,
network transmissiortime over all links andreceptionprocessing
time at destination.Our classi er will be usedregularly for updat-
ing the datacollectiontree. This mayintroducesomedelayin the
local processindgime andtransmissioniime if the calculationis on
thecritical pathof datatransmissionOur resultsshaw thatthe ex-
tra processingime in classi cationonline doesnotimposea high
overheadanddelayon paclettransmission.

Figure7 compareshefairnessndex of pacletdelivery. It demon-
stratesthat our approachis much more ableto maintainfairness
acrosdifferentofferedloads.|t doesnottreatcertainnodesbetter
thanothers.This is reasonablsinceall nodesusesimilar rule-sets
learnedof ine andthereis no biastoward ary particularlink. On
the otherhand,sinceMintRouterelieson datatrafc to infer link
quality, the link selectednay be skewed dependingon the traf c
patternand their location relative to the sink. If ary part of the
network enrouteto thesinkis overloadedthe MintRoutedatacol-
lection processwill be interrupted. MintRoute usesbroadcasin
this caseto try to resumenormal communicationwhich actually
exacerbateshe problemby injectingextratraf ¢ into the network.



Ourclassi er canmitigatesuchproblemsby discerningneaningful
link informationwithoutimposingary additionaltrafc. Oncethe
routingstructures restoreddatacollectioncanberesumedmme-
diately Therefore MetricMap allows morenodesto deliver their
datato the sink, which resultsin a higherfairnessindex. In con-
trast, with MintRoute, a few nodesdeliver mostof their paclets
while theresthave only a smallfraction of their pacletsdelivered.

In summary MetricMap addressethe high datarate challenge
with adifferentperspectie, comparedo congestiorcontrolmech-
anismg23, 24,11]. Thereforepurapproachs orthogonato theirs
andcombiningthemwill potentially achieve further performance
improvement.
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Figure 5: Averagesuccesgate versusper-sensorload using a
periodic workload.
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Figure 6: Averagepacket latency versusper-sensorload using
a periodic workload.
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Figure 7: Fairnessversus per-sensorload using a periodic
workload.

SinceMetricMapneeddo keeplocal metricsthatareusedasin-
putto theclassi er, it requiressomeextra memoryusage.We use
the memoryfootprint of MetricMap asa measureof overheadas

Component ROM (Flash) RAM
Sumge+MintRoute 16570 1971
Sulge+MetricMap 18468 2110

Table 4: Code and memory usagecomparisonsof MintRoute
and MetricMap on MicaZ. RAM is memory usagein bytesand
ROM is program sizein bytes.
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Figure 8: Performance improvement comparison with
heuristics-basedapproach.

shavn in Table4. Table4 shavs the actualmemoryfootprint of
MintRouteandMetricMap. Theincreasen programsizeis 11.5%,
which is usedmostly for implementingthe classi er. Theincrease
in staticmemorysizeis 7.1%,whichis mostlydatastructuresised
for collectingandcornvertinglow-level metricsto input of theclas-
si er. Thisis a smallincreasdrom the original codeandmemory
footprint.

Our resultssofar have shovn that MetricMap producesconsis-
tently higherperformancehanMintRoutewhentraf c rateis high.
To understandf suchbene tscomefrom abetterselectiorof good
quality links, we furthercompareMetricMapwith anothedatacol-
lection protocol— RSSI RSSlusesthe RSSlvaluesof receved
pacletsover a link asthe only indicationof its quality. If there-
centreceved paclets have higherRSSlvaluescomparedo other
links, theprotocolwill assigrahigherqualityvalueto thislink than
otherones.Otherthanthat,RSSlis the sameasMintRoute. Thus,
RSSldoesnot take into accountof ary factorsotherthan paclet
RSSlvaluesandis onesuchprotocolthatmakesits estimationus-
ing heuristics.

Figure8 shavstheaveragamprovemenibof RSSlandMetricMap
over5independentestbeduns,usingtheperformancef MintRoute
asthebaseline. For example,theimprovementof protocolRSSI
in termsof pacletdeliveryrateis calculate(hsW.
The gure shavsthatMetricMaphasahigherperformancen terms
of pacletdeliveryrateandfairnessndex, comparedo RSSI.Since
MetricMap usesmorefeaturesto make link quality estimation,it
potentiallywill nd betterlinks thathave the capabilityto deliver
moretrafc. Thereis a minor increasein datalatengy for both
protocols.Thisis becausdoth RSSlandMetricMapdeliver more
pacletsthanMintRouteandthesepacletsusuallyhavelongernum-
berof hopsto traverse.

6. RELATED WORK

Signi cant work hasbeendoneto achieve the ability to rapidly
obsere, decideandreactto the dynamicsin wirelesssensomet-
works,wherea wide rangeof network conditionsexist. Most pre-
viouswork eitheruses‘rule of thumb”focusingon a singlemetric
that may lose usefulinformation or misleadthe understandin@f
situations,or usessophisticatecheuristicsthat takes a lot of ex-



pertiseanddomainknowledgeto derive. This sectionsuneys the
mostrelevantwork in this aspectwithin sensometworks. We also
brie y reviews the applicationof machinelearningto problemsin
otherdomains.

Link quality estimation. Link qualityavarenespermeatemary
aspectof sensometwork designandoperation rangingfrom the
designof MAC protocolsto the designof applications. As a re-
sult, link quality estimationhasbecomean signi cant researctio-
cus[13, 5, 4]. Koksaletal. [13] develop new metricsthatcapture
both long-termlink quality and short-termvariability of the radio
channel.Cerpaet al. [5, 4] alsostudy statisticaltemporalproper
tiesof links in low powerwirelesscommunicationsincludingboth
short-termandlong-termtemporalproperties.Suchinformationis
thenusedto developtheirlink costmodel.

All the aforementionedapproachesise modelsto selecttheir
metrics.Theperformancef their metricsdepend$eaily ontheir
modelaccuracieswhich needmuchtrial-and-errortuning and ex-
pertknowledge. Our approachpn the otherhand,passvely col-
lectsfeaturesthat arereadily available and usesstandardearning
algorithmsto discover theinnercorrelation.Furthermoretheir ob-
senationsontemporalandspatialvariability of channetonditions
canbeusedin ourwork to improve learningef ciency.

Machine learning. Thereis much literatureon applyingma-
chine learning to different areasof research,and most recently
system-relateghroblems,suchas compiler optimization[3], sys-
tem performancediagnosis[7], fault localizationin Internetser
vices[6], andsoftwarebugisolation[16].

Machinelearninghasalsobeenusedin otherareaf sensonet-
works. Guestrinet al. [10] proposeto usekernel-basedegression
to accuratelymodel sensordataandreducethe dimensionalityof
datarepresentationT his approactsigni cantly decreasethecom-
municationrequirementsn the network. More recently Krause
etal. [14] studysensomplacementsising probabilisticmodelsthat
take both dataquality andcommunicatiorcostsinto account.Our
approachhowever, focusenroutingoptimizationsn thenetwork
stack.

7. CONCLUSIONS AND FUTURE WORK

This paperpresentsa supervisedearningframework that can
be usedto produceuseful information automaticallyand help to
malke informeddecisionsn sensometworks. As a casestudy we
investigatethe link quality estimationproblem,which is castedas
a classi cation problemusingour framework. Resultson a real-
world sensometwork testbedshav thatour techniquecanachiere
signi cant performanceémprovementover existing approaches.

Otherthanperformancemprovement,the compleity rami ca-
tions of this work comparedo existing approachesising heuris-
tics, arevery encouraging Furthermorepur proposedramevork
is generalenoughto be appliedto otherproblemsthat could ben-
et from suchinformationdiscovering. Overall, it providesa nev
directiontoward routing optimizationsin planningand deploying
real-world sensomnetworks.

In the future, we planto study the potentialof usingunsuper
visedlearningtechniquego reducethe costof labeling. Another
importantareaof futurework is to investigatethe feasibility of on-
line, incrementaltraining in a distributed fashion. This approach
hasthebene tsof beingableto quickly adaptto network dynamics
if thenetwork variessigni cantly overtime andspace However, it
will involve a differentsetof tradeofs betweerresourcaisageand
performance.
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