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ABSTRACT
Routingin sensornetworksmaintainsinformationonneighborstates
andpotentiallymany otherfactorsin orderto make informeddeci-
sions. Challengesariseboth in (a) performingaccurateandadap-
tive informationdiscovery and(b) processing/analyzingthe gath-
ereddatato extractusefulfeaturesandcorrelations.In this paper,
we explore usingsupervisedlearningtechniquesto addresssuch
challengesin wirelesssensornetworks.Machinelearninghasbeen
very effective in discovering relationsbetweenattributesandex-
tractingknowledgeandpatternsusinga largecorpusof samples.

As acasestudy, weuselink qualitypredictionto demonstratethe
effectivenessof our approach.For this purpose,we presentMet-
ricMap, a link-quality aware collection protocol atop MintRoute
thatderiveslink qualityinformationusingknowledgeacquiredfrom
a trainingphase.Our approachallows MetricMapto maintainef�-
cient routing in situationswheretraditionalapproachesfail. Eval-
uationon a 30-nodesensornetwork testbedshows thatMetricMap
can achieve up to 300% improvementon datadelivery rate in a
high data-rateapplication,with no negative impacton otherper-
formancemetrics,suchasdatalatency. Our approachis basedon
real-world measurementandprovidesa new perspective to routing
optimizationsin wirelesssensornetworks.

Categoriesand SubjectDescriptors
C.2.2 [Computer-Communication Networks]: Network Proto-
cols—Routingprotocols; I.2.6 [Arti�cial Intelligence]: Learning

GeneralTerms
Design,Experimentation,Measurement,Performance

Keywords
Sensornetworks,link quality, supervisedlearning,classi�cation

1. INTRODUCTION
Many critical applicationsin wirelesssensornetworksrely very

fundamentallyon fast,ef�cient, andreliabledatadelivery. In order
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to overcomethe inherentunreliability of sensornetwork commu-
nicationlinks, communicationprotocolsincreasinglyemploy intri-
cateandsituation-awareadaptationsto identify goodroutesandto
determineresource-ef�cient methodsfor handlingdata.

Thedif�culties in situation-awarenetwork adaptationsaretwo-
fold. First, someadaptationtechniquesarehard-wiredheuristics
basedon observationsof a few stylizedtypesof network problems
and their solutions. The moreproblemsoneenvisions, the more
complicatedtheprotocolbecomesin trying to adaptaroundthem.
Second,environmentalfactorsinteractin suchcomplex waysthatit
canbedif�cult to identify correlationsandcrisply de�ne theprob-
lemscenariosto protectagainst.

In this paper, we explore usingmachinelearningtechniquesto
improve situation-awarenessin order to optimizesensornetwork
communication. Machine learning is an effective and practical
techniquefor discovering relationsand extracting knowledge in
caseswherethe mathematicalmodel of the problemmay be too
expensive to get, or not availableat all. Supervisedlearningis a
particularcasewhen the inputs and outputsare both given. For
example,inputsmight includenode-level andnetwork-level met-
rics, suchasbuffer occupancies,channelloadassessments,packet
receivedsignalstrength,etc. Outputmaybetheexpectednumber
of transmissionsover thelink wherethepacket is received. Essen-
tially, we aim to usemachinelearningto automaticallydiscover
correlationsbetweenreadily-availablefeaturesandthequantityof
interest. Supervisedlearningis an effective learningtechniquein
solvingthis typeof problem.

We managethe resourceconstraintsof sensornetworksby em-
ploying machinelearningin two phases:anof�ine trainingphase
followed by an online classi�cation. Of�oading the training task
from thesensornodereducestheprocessing,communication,and
energy requirementsof the node. The resultingclassi�ers to be
usedonlinearebothstrikingly lightweightandstrikingly effective.
For the casestudieswe have examined,our supervisedlearning
techniquesresult in predictionaccuraciesof 80% or more, with
falsepositive ratesbetween4.1%and11.3%,andwith essentially
nocomputeoverheadduringtheironlinephase.

We evaluatetheeffectivenessof our approachusinglink quality
predictionasacasestudy. For thispurpose,wepresentMetricMap,
adatacollectionprotocolatopMintRoutethatpredictslink quality
usingknowledgegatheredat the trainingphasewhenthenetwork
is highly congested.Evaluationof a prototypeimplementationin
TinyOSona real-world sensornetwork shows thatMetricMapcan
improve over existing approachesby up to a factorof 3 for a high
data-rateapplication. The compactnessof our classi�er makes it
suitablefor resource-constrainedsituations.

The primary contributionsof this paperaresummarizedasfol-
lows. First, we developa framework thatusessupervisedlearning



to automaticallyextractusefulinformationwithin sensornetworks.
Becausethe methodis automatic,our techniquecan be usedfor
othersituationshaving differenthardwareandotherrun-timefac-
tors with minor modi�cations. This is advantageousover heuris-
tic methodswhoseeffectivenessmaydependon thecontext where
they aredevelopedandevaluated.

Second,we castthe link quality estimationproblemasa classi-
�cation problem,which permitsthe useof standard,yet effective
algorithms.Decisiontreelearnersandrule learnersrepresentsuch
algorithms. We believe a large rangeof applicationscanbene�t
from thisapproach.

Third, weshow thattree-basedroutingtopologiesin datacollec-
tion applicationsmaysuffer from informationloss,suchasneigh-
bor link quality, in an overloadednetwork. We use supervised
learningto establishdatacollection treesin suchadversecondi-
tions. Our approachis capableof maintainingef�cient routingby
locatinghighquality links.

The restof this paperis organizedasfollows. Section2 intro-
ducesthe backgroundknowledge. Section3 describesthe details
of our learningframework. Section4 and5 presentour casestudy
andresultsof a prototypeimplementationon a real-world sensor
network testbed.Relatedwork is discussedin Section6 andthe
lastsectionsummarizesthemainresultsandoutlinesfuturework.

2. BACKGROUND

2.1 Link Quality Estimation
Wirelesssensornetworksareverydifferentfrom wirednetworks

in thatthelink quality �uctuatesgreatlyasa consequenceof inter-
ferenceandpropagationdynamics.Therefore,developingef�cient
routingin sensornetworksrequirestheestablishmentof highqual-
ity paths,which in turn entailsaccurateknowledgeof link quality.
In this section,we brie�y review the mechanismsbehindexisting
link qualityestimationmethods,includingbothsoftware-basedand
hardware-basedones. We also explain how they fail to function
when the traf�c ratebecomeshigh. This motivatesour work on
new approachesbasedonmachinelearning.

2.1.1 Software­basedEstimation
A few software-basedlink metricshave beenproposedin the

past. Routemetricsare built atop theselink metrics to capture
the end-to-endcapabilityof forwardness.For example,ETX [9],
alsoproposedin MintRoute[26] is onesuchroutemetric. It is de-
�ned asthe expectednumberof transmissions(including retrans-
missions)for a successfulend-to-enddataforwardingandhop-by-
hopacknowledgment.

Wefocushereonthesnooping-basedmethodadoptedbyMintRoute.
It de�neslink qualityas

etx(l ) =
1

pf (l ) � pr (l )

with pf (l ) the forward probability of link l andpr (l ) its reverse
probability. pf (l ) is calculatedusingtheratioof thenumberof data
packets received to the total numberof datapackets transmitted
over l . pr (l ) is calculatedaspf (l ) with l thereverselink of l . The
routemetric of a n-hop pathp is thencalculatedasE TX (p) =P n

i =1 etx(l i ), thetotalexpectednumberof (re)transmissionsalong
thepath.

However, in many highdata-rateapplications[20,15],asnooping-
basedmethodworks poorly, aswe will quantify shortly. For ex-
ample,considerthehighdata-ratestructuremonitoringapplication
discussedin [20]. Due to structuralvibration dampingeffects,a
veryhighdatasamplingrateis required,whichis estimatedto beat

least200Hz.Therefore,thedataratecanbeashighas9.6Kbpsper
nodewith eachnodesampling16-bit in threespatialdimensions.
Even with in-network processingtechniques,suchasdataaggre-
gation,compressionandcoding,theexpecteddatarateis still very
challengingfor currentsystemsto copewith.

To demonstratethe impactof high traf�c loadson ETX's link
quality estimator, we evaluatethe performanceof MintRoute by
runningtheSurgeapplication1 on MistLab [17], an indoorsensor
network testbedof 60 Mica2 nodes.Surge is a datacollectionap-
plicationin whicheachnodegeneratesdatatraf�c ataconstantrate
andsendsto thesink via multi-hoprouting. We useMintRouteto
build themulti-hopdatacollectiontreethatchoosesaparentbased
onadditive link/pathqualityestimation.Figure1 showsthatpacket
delivery rate degradesoncethe offered load is 2 packets/second
(pps)or higher.

Figure1(a) shows the network-wide fraction of orphannodes,
de�ned asnodesthathave no parentinformationin thecollection
tree,with traf�c loadsof 2ppsand4pps.Weonly considerorphans
causedby lack of information,insteadof thosecausedby network
disconnections.Thepercentageof orphannodesincreasesquickly
with increasesof offeredload. For 4ppsofferedload,90%of the
nodesdonothaveaparent50%of thetime. Thisdramaticincrease
in percentageof orphannodesis adirectcauseof datapacketlossin
thenetwork, shown in Figure1(c). Givenapercentageof packetsp
receivedfrom agivennodeat thesink,theCumulativeDistribution
Function(CDF) plotsthefractionof sensorsthatdeliver at mostp
percentof their datato thesink. For the4ppscase,about60%of
all nodeshave lessthan10%datadelivered.Figure1(b) plots the
distributionof orphannodesasafunctionof time. Thex-axisis the
experimenttimelinein unitsof seconds.They-axisis thenodeID.
Eachsquaredot at (x; y) indicatesthat at time instantx, nodey
hasnoparent.In anetwork with apartitionedcollectiontree,many
packetsaretransmittedfrom the edgetoward the sink, only to be
droppedbeforereachingthesink.

An examinationof theetxs of all nodesshows thata largepro-
portion of links have quality valuesindicating barely any trans-
missionscan be carriedthrough. This is directly relatedto how
snooping-basedestimationmethodsbehave in an overloadednet-
work. As aresult,routingis interrupteddueto alackof link quality
information. However, sincenot all links areoverloaded,routing
canbe resumedoncean accurateestimationof link quality is in
place. We wish to develop link quality estimatorsthat are more
resilientin high-traf�c settings.Machinelearningoffersusanef�-
ciency way to discover them.

2.1.2 Hardware­basedEstimation
The link quality indication (LQI) metric is a characterization

of the strengthand/orquality of a received packet, introducedin
802.15.4standard[1] andprovided by CC2420,the radio usedin
many moteplatforms,including MicaZ andTelos. LQI measures
theincomingmodulationof eachsuccessfullyreceivedpacketsand
the result is an integer rangingfrom 0x00 to 0xff. The minimum
andmaximumLQI values(0x00and0xff) areassociatedwith the
lowestandhighestquality signalsdetectableby the receiver (be-
tween� 100dBm and0dBm). Link quality valuesin betweenare
uniformly distributed betweenthesetwo limits. A measurement
study[21] ontheTelosplatformshowsthattheaverageLQI closely
mapstheaveragesuccessrateof packet transmissionsacrosssev-
erallinks.

In this paper, we useLQI to label link quality in eachtraining
sample. We do not useLQI directly for link quality estimation
1The referenceimplementationis in the TinyOS CVS repository:
tinyos-1.x/apps/Surge/.
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(a) CDFof percentageof orphannodes.
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(c) CDFof packetdelivery rate(PDR).

Figure1: Experiment resultsin a MistLab testbeddeployment(60motes).The percentageof orphan is de�ned asthe ratio of orphan
period to the whole running time. We periodically probe the routing state of a node and estimatethis fraction as the ratio of the
number of times that the node is an orphan to the total number of probes. The �rst two �gur esshows the spatial and temporal
distrib ution of orphan nodesfor differ ent offered load. The fraction of orphan nodesis very high when the offered load is above
2pps,which leadsto a lack of routing information and a needfor prediction.

duringroutingbecauseLQI is only availablewith eachsuccessfully
received packet. In a congestednetwork, the numberof received
packetsis small andLQI is not a reliablemeasureof link quality.
Our approachcanavoid this problemby trackingfeaturesthatare
availableall the time. If somefeatureis missed,it will useother
featuresto infer thesituationbasedontheknowledgeobtainedfrom
training.

2.2 SupervisedLearning Overview
Thegoalof supervisedlearningis to predictthevalueof anout-

comemeasurebasedon a numberof input measures[18]. The
outcomemeasurecould be numericalor categorical. Learningis
performedon a setof trainingsamples.Eachsample<x i ,yi > con-
sistsof a featurevectorx i anda correspondingclasslabel or nu-
mericalvalueyi . The featurevectorcontainsmeasurablefeatures
of the systemunderconsideration.If the outcomeis categorical,
thelearningbecomesaclassi�cationproblem.Trainingaclassi�er
usuallyinvolves�nding a mappingfrom featurevectorsto output
labelsso that the overall classi�cation error is minimizedon the
training samples. A good learnershouldaccuratelypredict new
samplesnot in the training set. Therefore,given a classi�cation
problem,we needto decide(a) what featuresto measureand(b)
whatlearningalgorithmto useto maximizethelearningaccuracy.

In thispaper, weevaluatedtwo classi�ers— decisiontreelearn-
ers andrule learners. Thereexist other, moresophisticated,meth-
odsof classi�cation,includingsupportvectormachines,Bayesian
networks, andensemblemethods.Any suchlearnercanbe used
astheclassi�er for our technique.However, our resultsshow that
decisiontree learnersandrule learnersproduceremarkablygood
accuracy for our casestudyandmany timesthey achieve thehigh-
estaccuracy amongall algorithmsstudied.

Decisiontr eelearners. Decisiontreelearnersarewidely usedin
solvingclassi�cationproblemswith classi�ersrepresentedastrees.
They take a “divide-and-conquer”approachandrecursively divide
attributesat eachinternal nodein the tree basedon information
they possess.Leaf nodesrepresentclassi�cationdecisions.Prun-
ing methodsareusedto prevent over�tting of training data. Al-
thoughdecisiontreelearnersarenot alwaysthe mostcompetitive
learnersin termsof accuracy, they arecomputationallyef�cient and
theresultsproducedcanbeeasilyconvertedto human-readablefor-
mats.

Rule learners. Rule learnersare usedfor learningIF-THEN
rules. Like decisiontree learners,rule learnerswork on training

sampleswith similar input/outputpairs. However, sincethe rule-
setslearnedare disjoint to eachother, they usually producefar
fewerrulesthandecisiontreelearnersonthesametrainingset,with
acomparableaccuracy. Thismakesit preferablein scenarioswhere
classi�ersneedto beusedat runtime.

Learning overhead.Dueto resourceconstraintsin wirelesssen-
sornetworks,however, weneedto alsoconsiderlearningef�ciency
andoverhead,in additionto learningaccuracy. Theseconstraints
include nodeprocessingtime, energy budget,and memoryfoot-
print, etc.

Sincein our proposedframework, training is conductedof�ine,
usuallyon a resource-richbackendPC or server, we focuson the
overheadof onlineclassi�cationandfeaturecollection. To utilize
the output of a decisiontree learner, we needto translateit into
IF-THEN rules. As the numberof producedrules is asmany as
thenumberof leaf nodesin the tree,a large treewith hundredsof
leaves will result in hundredsof rules to be hand-codedinto the
protocol. Therefore,we insteadpreferto usetheoutputfrom rule
learnersin implementingtheonlineclassi�er, if theiraccuraciesare
acceptable.Also, we preferlearnersthatproducehuman-readable
outputandbothdecisiontreelearnersandrulelearnersaregoodfor
thispurpose.

Learning cost.Givena classi�er andaninstance,therearefour
possibleoutcomes.If theinstanceis positive andit is classi�edas
positive, it is countedasa true positive(TP).On theotherhand,if
theinstanceis negative andit is classi�edaspositive, it is counted
asa falsepositive(FP).TP rateis de�ned astheratio of positives
correctlyclassi�ed to the total positives. FP rateis de�ned asthe
ratioof negativesincorrectlyclassi�edto thetotal negatives.

It is crucialfor a real-world applicationto considerFPratesince
theFPraterepresentsthecostof learning.Usuallywe wanta high
TPrate(highbene�ts)anda low FPrate(low costs).

3. LEARNING STEP­BY­STEP
In thissection,weintroducethestepsof ourlearningframework.

Figure2 presentsa high level overview of thestepsinvolved,with
thefour key stepslistedasfollows:

1. First,we selectthefeaturesto beusedin trainingandclassi-
�cation;

2. Then,weinstrumenteverynodein thenetwork to trackthese
featuresand their correspondinglabelswhich are periodi-
cally collected;
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Figure2: Overview of learning steps.

3. Next, we usedthe labeleddata to perform training at the
backendserver;

4. Finally, weinstrumentMintRouteto usetheclassi�er for dif-
ferentiatingbetweenhigh quality and low quality links at
runtime for real deployment. The algorithm is depictedin
Section4.

In what follows, we describethe �rst threestepslisted above
with speci�c referenceto a collection routing application. Since
thelaststepis closelytied to theapplication,weput thediscussion
of applicationinstrumentationusingclassi�ersto Section4.

3.1 Step 1: Feature Extraction and Output
Labeling

The �rst stepin supervisedlearningextractsinput featuresand
labelsoutput. This steprequiresdomainknowledgeto produce
high-quality, andwell-prepareddata[25].

In wirelesssensornetworks,wefavor local features(within one-
hop)thatcanbecollectedwithoutexpensivecommunications.This
is becausesensornetworksarevery resourceconstrainedandit is
desirableand necessaryto imposeas little overheadas possible.
However, if a featureis alreadyavailablewith the existing appli-
cation,suchasnodedepthfrom MintRoute,we alsoconsiderit.
Thereis no extra overheadimposedto gatherthis featureand it
carriesextrausefulinformation.

Feature selection. This is the processof choosinga subsetof
the featurespacethat bestrepresentsthe problemat handwhile
introducingaminimalamountof noise.

As pointedout in previousstudies,link delivery probability (or
link quality)isdeterminedbymany factors,includingwirelesschan-
nel conditions,suchasinternodeseparation,fast fadingandslow
fading, the traf�c patternin the network and local traf�c load of
eachnode,etc. However, theextent to which thesefactorsimpact
link quality is continuouslyvarying,whichmakesit impossiblefor
any single metric to be always a good indicator of link quality.
For example,Aguayoet al. [2] �nd that SNR (Signal/NoiseRa-
tio), thoughaffectinglink delivery probability, cannotbeexpected
to bea predictive indicatorof link quality. Thus,we choosea set
of metricsthatarecorrelatedto link delivery probability to be in-
cludedin thefeaturevectorandusemachinelearningtoolsto train
andidentify the mostpredictive indicator, which couldbe a com-
binationof them. Someof themarerelatedto channelconditions,
someof themrelatedto network congestion,andsomeof themto
both. Table1 lists the featureswe collectedfor link quality learn-
ing. They areall numericalvalues.

RSSIis the receivedsignalstrengthindicationreadilyavailable
in many radios. In CC2420,it containsthe averageRSSI level
duringreceiving of apacketwith its valueappendedto eachframe.

RSSI receivedsignalstrengthindication local
sendBuf sendbuffer size local
fwdBuf forwardbuffer size local
depth nodedepthfrom thebasestation non-local
CLA channelloadassessment local
pSend forwardprobability local
pRecv backwardprobability local

Table1: Featurevector illustration.

RSSIis continuouslyupdatedfor new symbolsreceived.
Channelloadassessmentis ametricusedin CODA [23] to detect

localnetwork congestion.It usesasamplingschemeto monitorlo-
cal channelconditionsandminimizeenergy costwhile performing
accurateestimatesof congestionconditions.

Queuemanagementis widely usedin wired networks for con-
gestiondetection.In wirelessnetwork, it is alsocloselyrelatedto
local channelconditions. We useboth forward buffer size (used
for multi-hop forwarding)andsendbuffer sizeto track local con-
gestionconditions.However, aspointedout in [23], without link-
level acknowledgments,buffer occupancy or queuelengthcannot
be usedasan indicationof congestion. In our experiment,link-
level acknowledgmentis enabledfor theCC2420radio.

Becausenetwork topologymaystronglyin�uencethetraf�c load,
it couldalsoimpactlink quality. Network topologycanbecharac-
terizedusingmetricssuchasnodedepthor thenumberof children
a nodehasin a collectiontree. We usenodedepthheresinceit is
stronglycorrelatedto link qualitydueto datafunnelingeffects.

Lastly, pSend andpRecv aremetricsoriginally usedto derive
the averageforward andbackward probability. They captureim-
portantlink quality information. On onehand,if their valuesare
valid, they will containhistoryinformationof link delivery. On the
otherhand,if their valuesareinvalid, they indicatethatsomething
unexpectedhashappenedin thenetwork, suchasacongestioncol-
lapse,which could alsobe usedto infer link quality. Therefore,
we includethemasinput features.We will show later in this sec-
tion that thesetwo metricsarecrucial in improving classi�cation
accuracy.

Output labeling. Output labelingis the processof classifying
sampleoutputsusingdomainknowledge. Supervisedlearningal-
gorithmsneedto uselabelsto determinewhat category the input
featurevectoris assigned.

Thereare many ways to label link quality basedon LQI. We
study two approachesin this paper. The �rst one usesa binary
modelthatpredictsa link either“good” or “bad”. Thesecondone
usesa multi-classmodel and can predict a set of classesof link
quality. Thesecategoriescanbeusedto distinguishlink quality in
a�ner granularitythanusingthebinarymodel.To oneextreme,the
multi-classapproachcanpredicttheactualLQI numerically, which
becomesa regressionproblem.

3.2 Step2: SampleCollection
Toperformof�ine training,wecollectsamplesfromsensornodes

to a backend server. To avoid interferenceof samplecollection
traf�c to regular applicationtraf�c, we sendsampledata to the
programmingboardattachedto eachsensornode,as con�gured
in MoteLab. If thereis no programmingboardattached,or if the
sensornodesaredeployedin anenvironmentwheresucha con�g-
uration is impossible,we can inject extra sensornodesor virtual
sinks [24] that areusedexclusively for siphoningoff the sample
collectingtraf�c.

Sincelink quality is stronglycorrelatedwith datatraf�c, wecol-
lect samplesfrom a varietyof offeredload,rangingfrom 0.25pps
to 4 pps,in ordernot to losetraf�c-related information. However,



JRip J4.8
Class TPrate FPrate TPrate FPrate

a 0.837 0.131 0.841 0.133
b 0.722 0.115 0.712 0.103
c 0.869 0.041 0.885 0.046

Table2: Detailedaccuracybreakdown for all classes.

thenumberof samplescollectedfrom a non-congestednetwork is
far morethanthosecollectedfrom a congestednetwork, with the
samesamplecollectionperiod. Hence,we uselongercollection
periodsunderhigh traf�c loadsin orderto collectenoughsamples
from awide rangeof conditions.

3.3 Step3: Of�ine Training
OurlearningandvalidationexperimentisperformedonWeka[25],

a workbenchcontainingimplementationsof a variety of standard
machinelearningalgorithms.We usetheJ4.8algorithmprovided
with Wekafor decisiontree learningandJRip algorithmfor rule
learning. J4.8implementsan improved versionof the C4.5algo-
rithm [22] andJRip[8] implementsRepeatedIncrementalPruning
to ProduceErrorReduction(RIPPER),apropositionalrule learner.
C4.5is oneof themostwidely studiedanduseddecisiontreealgo-
rithmsin theliterature.

As with mostdata-intensive machinelearningalgorithms,it is
importantto avoid having the classi�er memorize,or over�t, the
training data. We usecrossvalidationand treepruning in Weka
to reducesucheffects. Crossvalidation is a standardmethodto
estimateclassi�cationaccuracy over unseendata. We use10-fold
crossvalidationin our experiments.The availabledatais divided
into tenequal-sizedblocks.Nineof theblocksarerandomlychosen
and usedfor training a classi�er, with the remainingblock used
for validation. This processis repeated10 timesto give a reliable
measureof classi�cation accuracy, which is 82% using J4.8and
80%usingJRipfor ourevaluationonMoteLab.

Table 2 shows the TP rate and FP rate of a three-classclassi-
�er for bothJRipandJ4.8,usingthesamelink quality estimation
datasetwith 10-fold crossvalidation. For bothalgorithms,theFP
rateof classc is lower than5%, which meansthat the probabil-
ity of classifyinga badlink aseithera goodor medianoneis low.
In thecontext of link-quality awarerouting, thecostof suchmis-
classi�cation is high andbothJRip andJ4.8work well in this as-
pect.

3.4 Discussion
Selectionof learning algorithms. As mentionedearlier, we

have testeda rangeof classi�erstrying to geta feelingof thebest
accuracy wecanachievefor thisspeci�c problem.Basedonempir-
ical results,decisiontreelearnershavethehighestaccuracy in most
casesamongall learnersconsidered.Theaccuracy of rule learners
is very closeto thatof decisiontreelearners.Sincetheoutputsof
rule learnersareusuallyvery compact,which is a crucial factorto
considerin performingclassi�cationsonmotes,all theexperiments
in Section5 userule learners.

Selectionof features.Theimpactof featureselectionto learning
accuracy, memoryfootprint andFPrateof classc (bad)is demon-
stratedin Table3. In particular, it comparestheaccuracy usingall
7 featuresto theaccuracy of usingonly onefeature.Clearly, using
morefeaturesresultsin ahigheraccuracy thanusingjustone.This
supportsourmotivationto studymorefeatures.

Hardware dependency. Althoughour supervisedclassi�cation
processrequiresa manualmethodto label link quality, it is not
dependenton any particularmetric,suchasLQI availableonly on

rssi <= 212
| depth <= 5
| | rssi <= 211: bad (320.0/37.0)
| | rssi > 211: good (79.0/34.0)
| depth > 5: bad (425.0/31.0)
rssi > 212
| rssi <= 223
| | cla <= 116
| | | depth <= 3: good (352.0/82.0)
| | | depth > 3
| | | | depth <= 4
| | | | | rssi <= 220: bad (49.0/1.0)
| | | | | rssi > 220
| | | | | | cla <= 8: good (69.0/29.0)
| | | | | | cla > 8: bad (14.0/4.0)
| | | | depth > 4
| | | | | depth <= 6
| | | | | | rssi <= 216
| | | | | | | depth <= 5: good (198.0/71.0)
| | | | | | | depth > 5
| | | | | | | | rssi <= 214: bad (8.0/1.0)
| | | | | | | | rssi > 214
| | | | | | | | | sendbuf <= 0
| | | | | | | | | | cla <= 21: bad (29.0/13.0)
| | | | | | | | | | cla > 21: good (2.0)
| | | | | | | | | sendbuf > 0: good (2.0)
| | | | | | rssi > 216: good (178.0/34.0)
| | | | | depth > 6
| | | | | | rssi <= 219
| | | | | | | rssi <= 215: good (157.0/55.0)
| | | | | | | rssi > 215
| | | | | | | | depth <= 7
| | | | | | | | | rssi <= 217: bad (129.0/29.0)
| | | | | | | | | rssi > 217
| | | | | | | | | | cla <= 0: good (20.0/6.0)
| | | | | | | | | | cla > 0: bad (12.0/3.0)
| | | | | | | | depth > 7
| | | | | | | | | rssi <= 217: good (37.0/17.0)
| | | | | | | | | rssi > 217
| | | | | | | | | | cla <= 0: bad (21.0/3.0)
| | | | | | | | | | cla > 0: good (2.0)
| | | | | | rssi > 219
| | | | | | | depth <= 7
| | | | | | | | cla <= 3: good (102.0/35.0)
| | | | | | | | cla > 3: bad (30.0/12.0)
| | | | | | | depth > 7: good (85.0/17.0)
| | cla > 116: good (62.0/8.0)
| rssi > 223: good (275.0/38.0)

Figure 3: A sample decision tr ee output fr om Weka using a
binary model for labeling. Each line representsoneconditional
branch in the tr ee.The pair of number (m=n) behind the label
on each line meansthat there are a total of m instancesthat
reachthat leaf, of which n is classi�ed incorr ectly.

7-feature 1-feature 1-feature
(RSSI) (pSend)

accuracy 80.8% 70.5% 69.3%
overhead 16 rules 4 rules 20 rules

badFPrate 4.0% 3.9% 4.1%

Table3: Impact of featureselection.

802.15.4radios. Any otheravailablemetric, if indicative of link
quality, canalsobeusedfor labeling.

4. CASE STUDY
In this section,we presenta casestudyto illustratehow super-

visedlearningtechniquescanbe leveragedto improve theperfor-
manceof link-quality aware collection routing protocolsin con-
gestedwirelesssensornetworks.

MintRouteis acollectionroutingprotocolthatusesETX to con-
struct routing topologies.As shown in Figure1, MintRoutefails
to �nd parentsin congestednetworks, usingsnooping-basedlink
quality estimation.However, if a parentcanbeidenti�ed basedon
otheravailableinformationregardinglink deliverycapability, rout-
ing canbe resumedandorphannodeswill be salvaged. We pro-
poseMetricMap,analternative to MintRoutethatestablisheslink
quality estimationsusingof�ine trainedclassi�ers to addressthis
problem.

MetricMap consistsof two components.The �rst component
controlstheupdateof all featureswhichis triggeredeitherbypacket



// update feature vector on demand or periodically
void updateRSSI () {

foreach packet successfully received from neighbor i
keep the RSSI value history for i

}
void updateBuf (int type) {

during each update interval
update the buf size for type (fwdBuf or SendBuf)

}
void updateCLA () {

during each update interval
check the clear channel assessment and update CLA

}
void updateProbSend () {

// this feature is updated the same as in MintRoute
}
void updateProbRecv () {

// this feature is updated the same as in MintRoute
}
int classify (struct featureVec fv) {

// perform classification based on input features
// the output represents the class label

}
// update link quality based on classification results
// recvEst is the in-bound link quality estimation
// link quality is between 0 (low) and 255 (high)
void updateEst(fv) {

if (classify(fv.rssi, fv.sendBuf, fv.fwdBuf, fv.depth,
fv.CLA, fv.pSend, fv.pRecv) == "good") {

recvEst = 1 * 255
}
else {

recvEst = 0
}

}

Figure4: Pseudo-codeof MetricMap.

arrival or timerevents.Thesecondcomponentcontrolslink classi-
�cation, with input from featurescollectedby theothercomponent
andoutputin numericalor categoricalvaluesindicatinglink qual-
ity. The outputof the classi�er is usedwhenever the ETX-based
methodfails. Thepseudo-codeof MetricMapis listedin Figure4,
with thefunctionclassify() implementingthesecondcompo-
nentandtherestfunctionsimplementingthe�rst component.

5. TESTBED EVALUATION
To evaluatetheef�ciency of our techniquein real-world sensor

network applicationsettings,thissectionpresentsourresultsof ex-
perimentsimplementingthe MetricMap prototypein TinyOS and
deployedovera real-world wirelesssensornetwork testbed.

The testbed(MoteLab[19]) consistsof 30 MicaZ motesacross
multipleof�ces in theHarvardComputerScienceBuilding. Motes
areconnectedto anEthernetusedfor loggingandre-programming.
EachMicaZ motehasan ATMEL 7.37MHz ATMega128L,low-
power, 8-bit micro-controllerwith 128 KB of programmemory,
512 KB measurementserial �ash datamemory, and 4 KB EEP-
ROM. It usesChipconCC2420,asingle-chipIEEE802.15.4com-
pliantRadioFrequency transceiveroperatingat2.4GHzandcapa-
bleof transmittingat250kbps.Thepacketsizefor theexperiments
is 29bytes.

5.1 Methodology
In our evaluation,we considerthe following performancemet-

rics:
Data delivery rate: The fraction of datapackets that aresuc-

cessfullydeliveredto thedestination.
Data latency: The time it takes to senda packet out till the

packet is receivedat thesink.
Fairnessindex: This metric [12] is usedto measurethe vari-

ability of performanceacrossall sourcenodes.For any given set
of deliveryrates(p1 ; : : : ; pn ), thefairnessindex de�nition adapted
for ourproblemis givenby:

f (p1 ; : : : ; pn ) =
(� n

i =1 pi )2

n� n
i =1 p2

i

with pi denotingtheaveragepacket delivery rateof the i th sensor
andn thetotalnumberof sourcenodesin thenetwork. Thefairness
index always lies between0 and 1. If all nodeshave the same
packetdelivery rate,thefairnessindex is 1.

In eachexperiment,we alsomeasurethe overheadrequiredto
achieve theseperformancemetrics.In particular, we areinterested
in measuringthememory footprint of eachprotocol.

Ourexperimentconsistsof twophases:theof�ine trainingphase,
whichtakesmultiplehoursfor collectingtrainingsamplesandpro-
cessingthe learningtaskusingWeka;andtheonlineoptimization
phasethatusesthe inductionruleslearnedin thetrainingphaseto
estimatelink qualitywhentraditionalapproachesfail. Thetraining
is conductedonly onceandtheoutput(aclassi�er) is reusedfor all
experimentswith MetricMap.Eachtestlasts15minutes.

Dueto uncontrollablefactorsin the testbed,especiallythe tem-
poralvariability of links,experimentalresultsmaybeverydifferent
acrossrunsat differenttime. To reducethe impactfrom suchun-
controllablefactors,we run MintRoute immediatelyfollowed by
MetricMapor vice versa.We run suchpairsof experiment5 times
and every experimentis independentwith respectto eachother.
Sucha designallows usto minimize in�uencesfrom factorsother
thantheprotocolitself. Also, our experimentsareperformedboth
in daytimeandnighttimewhenthehumanactivity interferencede-
creases.For eachoffered load, the minimum, medianandmaxi-
mumvaluesareshown.

5.2 Results
Performance and Overhead. Figure5 comparesthe datade-

livery ratebetweenMetricMapandMintRoute.Ourapproachcon-
sistentlyoutperformsMintRoute. The higher the traf�c load, the
betterMetricMap performscomparedto MintRoute. MintRoute
canrarely form a datacollection treeunderhigh traf�c rates. In
contrast,our approachcanform a treebecauseit doesnot rely on
datatraf�c for link qualityassessment.

Figure6 showsthepacket latency comparison.Packetsdelivered
by MetricMap have a comparableaveragelatency to thosedeliv-
eredby MintRoute.Datalatency includeslocal processingtime at
thesourcenodeandall intermediatenodesalonga multihoproute,
network transmissiontime over all links andreceptionprocessing
time at destination.Our classi�er will beusedregularly for updat-
ing thedatacollectiontree. This mayintroducesomedelayin the
localprocessingtimeandtransmissiontime if thecalculationis on
thecritical pathof datatransmission.Our resultsshow thattheex-
tra processingtime in classi�cationonlinedoesnot imposea high
overheadanddelayonpacket transmission.

Figure7comparesthefairnessindex of packetdelivery. It demon-
stratesthat our approachis muchmoreable to maintainfairness
acrossdifferentofferedloads.It doesnot treatcertainnodesbetter
thanothers.This is reasonablesinceall nodesusesimilar rule-sets
learnedof�ine andthereis no biastowardany particularlink. On
theotherhand,sinceMintRouterelieson datatraf�c to infer link
quality, the link selectedmay be skewed dependingon the traf�c
patternand their location relative to the sink. If any part of the
network enrouteto thesink is overloaded,theMintRoutedatacol-
lection processwill be interrupted. MintRouteusesbroadcastin
this caseto try to resumenormalcommunication,which actually
exacerbatestheproblemby injectingextra traf�c into thenetwork.



Ourclassi�ercanmitigatesuchproblemsby discerningmeaningful
link informationwithout imposingany additionaltraf�c. Oncethe
routingstructureis restored,datacollectioncanberesumedimme-
diately. Therefore,MetricMap allows morenodesto deliver their
datato the sink, which resultsin a higherfairnessindex. In con-
trast, with MintRoute, a few nodesdeliver most of their packets
while theresthaveonly asmallfractionof their packetsdelivered.

In summary, MetricMap addressesthe high dataratechallenge
with adifferentperspective,comparedto congestioncontrolmech-
anisms[23,24,11]. Therefore,ourapproachis orthogonalto theirs
andcombiningthemwill potentiallyachieve further performance
improvement.
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Figure 5: Averagesuccessrate versusper-sensorload using a
periodic workload.
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Figure 6: Averagepacket latency versusper-sensorload using
a periodic workload.
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Figure 7: Fairness versus per-sensor load using a periodic
workload.

SinceMetricMapneedsto keeplocalmetricsthatareusedasin-
put to theclassi�er, it requiressomeextra memoryusage.We use
the memoryfootprint of MetricMapasa measureof overhead,as

Component ROM (Flash) RAM
Surge+MintRoute 16570 1971
Surge+MetricMap 18468 2110

Table 4: Code and memory usagecomparisonsof MintRoute
and MetricMap on MicaZ. RAM is memory usagein bytesand
ROM is program sizein bytes.
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Figure 8: Performance impr ovement comparison with
heuristics-basedapproach.

shown in Table4. Table4 shows the actualmemoryfootprint of
MintRouteandMetricMap.Theincreasein programsizeis 11.5%,
which is usedmostlyfor implementingtheclassi�er. Theincrease
in staticmemorysizeis 7.1%,which is mostlydatastructuresused
for collectingandconvertinglow-level metricsto inputof theclas-
si�er. This is a small increasefrom theoriginal codeandmemory
footprint.

Our resultsso far have shown thatMetricMapproducesconsis-
tentlyhigherperformancethanMintRoutewhentraf�c rateis high.
To understandif suchbene�tscomefrom abetterselectionof good
qualitylinks,wefurthercompareMetricMapwith anotherdatacol-
lection protocol— RSSI. RSSIusesthe RSSIvaluesof received
packetsover a link asthe only indicationof its quality. If the re-
centreceived packetshave higherRSSIvaluescomparedto other
links, theprotocolwill assignahigherqualityvalueto thislink than
otherones.Otherthanthat,RSSIis thesameasMintRoute.Thus,
RSSIdoesnot take into accountof any factorsother thanpacket
RSSIvaluesandis onesuchprotocolthatmakesits estimationus-
ing heuristics.

Figure8showstheaverageimprovementof RSSIandMetricMap
over5 independenttestbedruns,usingtheperformanceof MintRoute
asthebaseline. For example,theimprovementof protocolRSSI
in termsof packetdeliveryrateis calculatedas pR S S I � pM intR oute

pM intR oute
.

The�gure showsthatMetricMaphasahigherperformancein terms
of packetdeliveryrateandfairnessindex, comparedto RSSI.Since
MetricMap usesmorefeaturesto make link quality estimation,it
potentiallywill �nd betterlinks thathave thecapabilityto deliver
more traf�c. Thereis a minor increasein data latency for both
protocols.This is becausebothRSSIandMetricMapdeliver more
packetsthanMintRouteandthesepacketsusuallyhavelongernum-
berof hopsto traverse.

6. RELATED WORK
Signi�cant work hasbeendoneto achieve theability to rapidly

observe, decideandreactto the dynamicsin wirelesssensornet-
works,wherea wide rangeof network conditionsexist. Most pre-
viouswork eitheruses“rule of thumb” focusingon a singlemetric
that may loseuseful informationor misleadthe understandingof
situations,or usessophisticatedheuristicsthat takes a lot of ex-



pertiseanddomainknowledgeto derive. This sectionsurveys the
mostrelevantwork in this aspectwithin sensornetworks. We also
brie�y reviews theapplicationof machinelearningto problemsin
otherdomains.

Link quality estimation. Link qualityawarenesspermeatesmany
aspectsof sensornetwork designandoperation,rangingfrom the
designof MAC protocolsto the designof applications.As a re-
sult, link quality estimationhasbecomeansigni�cant researchfo-
cus[13, 5, 4]. Koksalet al. [13] developnew metricsthatcapture
both long-termlink quality andshort-termvariability of the radio
channel.Cerpaet al. [5, 4] alsostudystatisticaltemporalproper-
tiesof links in low powerwirelesscommunications,includingboth
short-termandlong-termtemporalproperties.Suchinformationis
thenusedto developtheir link costmodel.

All the aforementionedapproachesusemodelsto selecttheir
metrics.Theperformanceof theirmetricsdependsheavily on their
modelaccuracies,which needmuchtrial-and-errortuningandex-
pert knowledge. Our approach,on the otherhand,passively col-
lectsfeaturesthat arereadilyavailableandusesstandardlearning
algorithmsto discover theinnercorrelation.Furthermore,theirob-
servationsontemporalandspatialvariability of channelconditions
canbeusedin ourwork to improve learningef�ciency.

Machine learning. Thereis much literatureon applying ma-
chine learning to different areasof research,and most recently
system-relatedproblems,suchascompileroptimization[3], sys-
tem performancediagnosis[7], fault localizationin Internetser-
vices[6], andsoftwarebug isolation[16].

Machinelearninghasalsobeenusedin otherareasof sensornet-
works. Guestrinet al. [10] proposeto usekernel-basedregression
to accuratelymodelsensordataandreducethe dimensionalityof
datarepresentation.Thisapproachsigni�cantly decreasesthecom-
municationrequirementsin the network. More recently, Krause
et al. [14] studysensorplacementsusingprobabilisticmodelsthat
take bothdataquality andcommunicationcostsinto account.Our
approach,however, focusesonroutingoptimizationsin thenetwork
stack.

7. CONCLUSIONS AND FUTURE WORK
This paperpresentsa supervisedlearningframework that can

be usedto produceuseful information automaticallyand help to
make informeddecisionsin sensornetworks. As a casestudy, we
investigatethe link quality estimationproblem,which is castedas
a classi�cation problemusingour framework. Resultson a real-
world sensornetwork testbedshow thatour techniquecanachieve
signi�cant performanceimprovementoverexistingapproaches.

Otherthanperformanceimprovement,thecomplexity rami�ca-
tions of this work comparedto existing approachesusingheuris-
tics, arevery encouraging.Furthermore,our proposedframework
is generalenoughto be appliedto otherproblemsthat couldben-
e�t from suchinformationdiscovering. Overall, it providesa new
directiontoward routing optimizationsin planninganddeploying
real-world sensornetworks.

In the future, we plan to study the potentialof usingunsuper-
visedlearningtechniquesto reducethe costof labeling. Another
importantareaof futurework is to investigatethefeasibilityof on-
line, incrementaltraining in a distributedfashion. This approach
hasthebene�tsof beingableto quickly adaptto network dynamics
if thenetwork variessigni�cantly over timeandspace.However, it
will involveadifferentsetof tradeoffs betweenresourceusageand
performance.
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